This assessment of developments in moral rights in the U.S. since 2001 will first analyze the caselaw construing section 1202 of the DMCA, which prohibits removal or alteration of "copyright management information." It will next summarize the damage Dastar has done to the development of moral rights. Finally, I will consider the extent to which online contracts and practices may supply an effective basis for the assertion of attribution and integrity rights. De facto implementation of attribution rights through digital watermarking and other means of incorporating authorship information in connection with the communication of digital copies or performances of work make possible the recognition of many levels of creative contributions, but without a

I Introduction
Over ten years ago, in the pages of this Journal, I inquired whether authors' "moral rights" had come of (digital) age in the US.
1 Ever-hopeful at that time, I suggested that then-recent legislation enacted to enable the copyright law to respond to the challenges of digital media might, in addition to its principal goal of securing digital markets for works of authorship, also provide new means to protect authors' interests in receiving attribution for their works and in safeguarding their integrity. The intervening years' developments, however, indicate that, far from achieving their majority, US authors' moral rights remain in their infancy, still in need of a guardian ad litem. Nor is it clear what legal institution can assume that role. Judicial interpretation of the Digital Millennium Copyright Act underscores that text's limited utility as a legal basis for attribution rights. Moreover, the US Supreme Court's 2003 decision in Dastar v TwentiethCentury Fox 2 has probably left authors worse off, because the Court removed recourse to the Lanham Trademarks Act as a source of attribution (and perhaps, integrity) rights. If statutes and caselaw afford no general basis of moral rights, might the convergence of contract law and digital communications yield agreements, private in form but public in impact, that collectively approximate attribution and integrity rights? Or will the shortcomings of "viral" contracts temper cyber-utopian enthusiasms, once again disappointing expectations in the ability of the regulation of digital media to secure authors' rights?
This assessment of developments in moral rights in the U.S. since 2001 will first analyze the caselaw construing section 1202 of the DMCA, which prohibits removal or alteration of "copyright management information." It will next summarize the damage Dastar has done to the development of moral rights. 3 Finally, I will consider the extent to which online contracts and practices may supply an effective basis for the assertion of attribution and integrity rights. 4 
II Protection of Copyright Management Information as a Source of Attribution and Integrity Rights
In my previous AELJ contribution, I posited "Moral Rights for the Digital Millennium," 5 primarily on the basis of section 1202's prohibition on the removal or alteration of "copyright management information." My prior analysis nonetheless acknowledged the limited firepower of section 1202 in the moral rights arsenal. For one thing, while the author's name can be an element of statutorily protected copyright management information (CMI), the rightholder has no obligation to include the author's name in the first place (though if it is included, it might be protected against removal). Equally if not more significantly, section 1202 prohibits removals or alterations of CMI that facilitate copyright infringement, but (outside the extremely narrow context of the Visual Artists Rights Act) there is no right under copyright to authorship attribution; thus removal of the author's name cannot of itself violate section 1202. 6 Since the 3 This discussion derives from the analyses in Jane C. 5 Ginsburg, supra note 1, at 11--12. 6 While the copyright owner, not the author (unless she is also a copyright owner), determines whether to affix CMI attributing the work to its creator, the author might have standing to bring a CMI claim for removal or alteration of authorship attribution. Section 1303(a) provides that "any person injured by a violation of 1201 or 1202 may bring a civil action . . ." Is the author "injured" by removal of her name? Arguably, the only "injured" party is the copyright owner, because a CMI violation results from actual or prospective copyright infringement. In that case, even if the right holder includes the author's name, and a third party removes it, the author will have no claim against the removal of her name if she is not also a copyright owner. As a result, creators of works made for hire would have no standing to bring a CMI action unless the employer or commissioning party transfers exclusive rights to the creator. Similarly, an author who has assigned all copyright interests without retailing a royalty interest would lack standing, while those who received royalties would be "beneficial copyright owners and could sue for infringement, see 17 U.S.C. sec. 501(b).
If, by contrast, "injury" sweeps more broadly to cover non-copyright interests implicated by CMI (including, perhaps, consumer interests in the accuracy and reliability of terms and conditions of payment for access to or copies of works), then non copyright owner authors might advance a CMI claim. For example, with respect to violations of the section 1201 right against distribution of devices designed to circumvent technological measures protecting access to and copying of the work, courts have recognized that the producers of the technological protection measures have standing to sue the distributors of the circumvention devices. See, e.g., RealNetworks v. Streambox,, 2000 U.S. Dist. LEXIS 1889 (W.D. Wash. Jan. 18, 2000). But in that instance, the interests of the copyright owners and of the producers of the technological measures are aligned. In the case of removal of authorship attribution, by contrast, author and rightholder interests may in fact be opposed, but it seems clear that if the rightholder removes AELJ article, caselaw has further reinforced the statutory barriers (and even erected some new ones) to successful invocation of section 1202 to advance authorship attribution rights.
The caselaw has addressed three issues: What is "copyright management information"?; Where must copyright management information appear in order to be protected?; and What level of knowledge or intent violates section 1202? Regarding the first question, courts have divided over whether only identifying information that is part of an "automated copyright protection or management system" can be deemed CMI protected under section 1202.7 In those jurisdictions confining section 1202's application to automated systems, authors will have no claim if their names are removed from non digitally-delivered hardcopies. This truncation of the scope of CMI protection ignores the text of section 1202, which plainly envisions a broad application for CMI; section 1202(c)(2) defines CMI as "any of the following information conveyed in connection with copies or phonorecords of a work or performances or displays of a work, including in digital form, except that such term does not include any personally identifying information about a user of a work or of a copy, phonorecord, performance, or display of a work . . ." The specification of "including in digital form" clearly means that information not in digital form is also covered. Some courts nonetheless justified their improbable reading of "including" to mean "only if" (and in addition, only if the digital information is part of a rights management system) on the ground that section 1202 was enacted as part of the Digital Millennium Copyright Act; that the title of the chapter to which § 1201 and § 1202 belong is "Copyright Protection and Management Systems;" and that Congress' goal in section 1202 was to foster electronic commerce. As the Third Circuit recognized, however, that section 1202 emerged from a context of legislative responses to the challenges of digital communications neither precludes a more general role for CMI, nor compels such a substantial rewriting of the definition. Thus, the statutory text does not justify this judge-made limitation on the application of section 1202 to authors' attribution interests. 8 A broad reading of CMI to include author-identifying information on analog as well as digital copies, and whether or not in connection with a rights management "system," could mean that removal or alteration of a copyright notice bearing the author's name, or of an author's byline, even from analog copies, violates section 1202. Removal standing alone, however, does not suffice. It is also necessary to consider what "conveyed in connection with copies or authorship attribution, the author (absent a contract obliging the rightholder to attribute the work) has no CMI claim against the rightholder. phonorecords of a work or performances or displays of a work" means, and, most importantly, whether the complaining author can surpass the statute's high threshold for proving the requisite intent.
Regarding the location of CMI, some courts have interpreted "in connection with" to require that the identifying information be embedded in the copy or phonorecord of the work,9 while others have rejected such a narrow view.10 Again the language of the statute does not command incorporation of the CMI in the copy of the work: "conveyed in connection with" does not mean "on copies," and if a "performance of a work" is involved, embedding may not be possible. Of particular relevance to authors, if the object of the transaction is a display of an artwork, its creator, understandably, may not wish to embed visually-perceptible CMI in the image. If the statute aims to provide reliable information regarding the identity of the work, of its author, and of the terms and conditions of its exploitation, it would seem that providing the information in ways that do not imperil the integrity of the work could still meet Congress' objectives. At least one court, however, has stated that "if a general copyright notice appears on an entirely different webpage than the work at issue, then that CMI is not 'conveyed' with the work and no claim will lie under the DMCA."
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In that case, the plaintiff alleged that the defendant copied poems from plaintiff's website and displayed them on the defendant's own site. The plaintiff argued that the defendant had, by placing copyright notices on the parts of its own site that contained the allegedly infringing poems (thereby attributing to itself the authorship of plaintiff's poems), supplied false CMI in violation of § 1202. While the court held that plaintiff's assertion that defendant's placement of a copyright notice directly within the title of one of the allegedly copied poems stated a claim for relief under the DMCA, it also ruled that the more remote location of a copyright notice relative to the other allegedly copied poems did not "convey" the CMI "with" the other alleged infringements. In requiring that the false CMI be "conveyed with" the infringing works, the court seems to be reading "conveyed in connection with" out of the statute. The former, incomplete, reading suggests the CMI must be amalgamated with the work; the latter leaves room for more distant placement, although the more clicks required to access the CMI, the less likely a court may be to find even a connection between the work and its "conveyance" to the end user.
Finally, many CMI claims against alteration or removal of authorship attribution are likely to founder on the statutory double intent standard. Under section 1202(b), the wrongful act is not simply removing the attribution, or distributing or publicly performing or displaying the work without the attribution. The statute also requires that those who distribute, perform or display the work (1) have known that the attribution was removed or altered without the copyright owner's authorization, and (2) that those who remove or alter the attribution, or who distribute or perform works whose attribution has been removed or altered, do so "knowing, or . . . having reasonable grounds to know that it will induce, enable, facilitate, or conceal an infringement of any right under this title." Thus, even intentional removal or alteration of authorship attribution is not unlawful if the copyright owner cannot show that the person who removed or altered the information knew that the removal would encourage or facilitate copyright infringement. 12 The cases suggest that the second level of intent is most likely to be established when the defendant, having removed or altered the CMI, distributes the work without the accompanying information (or with altered information) to third parties, who will in turn make the work available to the public. Thus, in McClatchey v. AP,13 in rejecting the AP's motion for summary judgment, the court held:
Under Plaintiff's version of the facts, AP intentionally cropped the copyright notice out of the picture before distributing it to subscribers. This appears to be precisely the conduct to which Section 1202(b) is directed. As Plaintiff notes, the nature of APs' business is to provide stories and pictures for use by its members and subscribers. Thus, a reasonable factfinder could conclude that by cropping out the copyright notice, Defendant had the requisite intent to induce, enable, facilitate or conceal infringement.
14 While McClatchey concerned removal of a copyright notice, the decision is relevant to authorship attribution claims, because copyright notices often bear the author's name. In addition, even where the work did not include a copyright notice, intentional removal of the author's name and redistribution of the work can facilitate infringement, at least where the work circulates without other information that indicates to intermediary distributors from whom to seek permission to exploit the work. By contrast, where the person removing the authorship attribution has directly distributed the work to the public, it may be more difficult to show that the removal or alteration will facilitate copyright infringement, because it may be necessary to show that the defendant knew or should have known that endconsumer recipients would be induced by the absence or alteration of the author's name to infringe the work. Absent evidence that the distributor expected endusers in turn to redistribute, for example through file-sharing, the statutory standard may often prove insuperable As a result, on the whole, section 1202 does not afford authors a very effective vehicle to ensure the maintenance of authorship attribution. 12 17 In Dastar, the Court made clear that a work's entry into the public domain precludes resort to the Lanham Act to achieve a de facto prolongation of exclusive copyright-like rights. In so doing, however, the Court appears to have stricken the Lanham Act from the roll of laws authors might invoke in support of attribution rights.
The facts of the case had nothing to do with authors, and were very unappealing. In 1949, Twentieth Century Fox produced a multipart television series, Crusade in Europe, based on then-General Eisenhower's campaign memoirs. 18 In 1977, after Fox failed to renew the copyright registration, the work went into the public domain. 19 25 The Court held that "origin" in the sense of the Lanham Act does not mean the original creator of a work of authorship from which copies are made, but rather the source of the particular copies (goods) that are being distributed. 26 Thus, a reverse passing off claim "would undoubtedly be sustained if [the defendant] had bought some of [the] Crusade videotapes and merely repackaged them as its own."
27 But the Court rejected the contention that a different concept of "origin" should apply to a "communicative product"--a work of authorship.
Arguably, the Court's refusal to accord authors the status of "originators" of communicative works was limited to works whose copyrights had expired, rather than extending to all communicative works, whatever their copyright status. The Court referred some ten times to the copyright-expired status of Fox's television series. The Court's doubts about the validity of an interpretation of "origin" to mean "author" seem closely entwined with its concern to maintain the public domain. For example, the Court objected: "Reading 'origin' in [the trademarks act] to require attribution of uncopyrighted materials would pose serious practical problems. Without a copyrighted work as the basepoint, the word 'origin' has no discernable limits."
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On the other hand, it is not clear why, under the concept of "origin" the Court attributed to the trademarks act, authors would qualify as originators of copyright-protected works. The Court's declaration that "the phrase ['origin of goods'] refers to the producer of the tangible goods that are offered for sale, and not to the author of any idea, concept, or communication embodied in those goods," 29 would seem to apply equally to in-copyright and copyright-expired works.
In fact, federal district court decisions have generally declined to limit Dastar's application to public domain works. 30 The list of decisions applying 36 the court declined to dismiss a Lanham Act claim against "reverse passing off" committed by a competitor who allegedly "scraped" plaintiff's event-planning website in order to reproduce the information on competitor's website. In that case, however, the plaintiff also had a valid copyright claim; the court appears to have read Dastar as precluding "end-running" failed copyright claims, thus letting stand those Lanham Act claims that accompany a valid copyright action.
That reading, while consistent with the Dastar court's preoccupation with maintaining the public domain, may clash with another aspect of the decision's treatment of the relationship of copyright and trademark claims. The Dastar court offered as an additional reason for rejecting section 43(a) attribution claims the inclusion in section 106A of the copyright act of (very) limited attribution rights in the Visual Artists Rights Act of 1990.
37 VARA applies to "work[s] of visual art," 38 a class confined to the original work or up to two hundred signed and numbered copies of a painting, drawing, print, sculpture, or a photographic image "produced for exhibition purposes only," so long as the work is not "made for hire."
39 VARA affords artists whose works fall within its restrictive definition a kind of private "Landmarks" law to preserve their works against mutilation or destruction. Attribution rights, albeit included, are not the focus of the Act. Indeed, VARA's restriction to physical originals makes that statute a very feeble measure for enforcing artists' attribution rights: a "work of visual arts" excludes mass market multiples. Thus, there is no VARA right to compel attribution for one's artwork if the artist's name has been left off anything more than the original or a signed and numbered limited edition of two hundred. And, of course, VARA does nothing for literary, musical, audiovisual, or most other authors. Nonetheless, the Dastar court appears to suggest that VARA's enactment promotes a negative inference that VARA is the only federal law locus for attribution rights: if authors already enjoyed attribution rights, VARA would be superfluous, and " [a] statutory interpretation that renders another statute superfluous is of course to be avoided." 40 The Court's characterization of VARA as "superfluous," is, however, plainly incorrect. Section 43(a) does not make VARA superfluous. There may be narrow areas of overlap, but VARA, in its severely constricted zone, affords a significant right that section 43(a) does not: an affirmative right to claim authorship, not merely a right to object to misrepresentations of authorship that confuse consumers as to the work's origin. Moreover, VARA's beneficiaries are artists, but section 43(a)'s are the consuming public, and the rationales for the laws are different: copyright is a property right protecting against copying per se; trademark law derives from the tort action of "passing off" and, in U.S. law, does not prohibit copying as such, but only copying which introduces materially false or misleading information into the marketplace. Courts addressing overlapping intellectual property claims have acknowledged that differently motivated laws may yield similar results when brought to bear on the same subject matter, yet one does not drive out the other. The Dastar Court nonetheless may have left open two avenues within the trademarks act to vindicate creators' rights. First, the Court recognized reverse passing off claims when the defendant has "merely repackaged . . . as [his] own" goods which the defendant has not otherwise altered. 42 Second, it preserved claims under a related section of the trademarks act. The Court stated, If, moreover, the producer of a video that substantially copied the Crusade series were, in advertising or promotion, to give purchasers the impression that the video was quite different from that series, then one or more of the respondents might have a cause of action--not for reverse passing off under the "confusion . . . as to the origin" provision of § 43(a)(1)(A), but for misrepresentation under the "misrepresents the nature, characteristics [or] qualities" provision of § 43(a)(1)(B). For merely saying it is the producer of the video, however, no Lanham Act liability attaches to Dastar.
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With respect to what a "mere repackaging" reverse passing off claim would cover, it is important to recognize that, notwithstanding Dastar's emphasis on free copying from the public domain, not every exploitation that the copyright law might permit will escape Lanham Act condemnation. For example, the copyright law "first sale doctrine" entitles purchasers of tangible copies of a work of authorship to resell, rent, or lend those copies without the copyright owner's authorization. 44 But, even under Dastar, that does not mean that the Lanham Act will allow me to purchase copies of the latest Brad Meltzer or John Grisham legal thrillers and resell them under my own name. In fact, that would seem to be exactly the situation posited in the Court's caveat that a reverse passing off claim "would undoubtedly be sustained if [the defendant] had bought some of [the] Crusade videotapes and merely repackaged them as its own." 45 Nor, despite the Court's linkage of "origin" with physical copies, should the "mere repackaging" claim be limited to communication of physical copies originally manufactured by the trademarks claimant. For one thing, it would be extraordinarily formalistic were the "mere repackaging" claim confined to physical copies that Dastar recycles, thus excluding exact copies that Dastar 1979) (stating that a publisher of children's books in the public domain could bring a trademark claim against defendant's copying of particular illustrations from the book, and commenting that " [b] ecause the nature of the property right conferred by copyright is significantly different from that of trademark, trademark protection should be able to co-exist, and possibly to overlap, with copyright protection without posing preemption difficulties"); cf. Bonito Boats, Inc. v. Thunder Craft Boats, Inc., 489 U.S. 141 (1989) (holding that federal design patent law preempts state laws protecting against copying of boat hull designs but does not preempt state laws protecting consumers against misleading presentations of products); Kohler Co. v. Moen, Inc., 12 F.3d 632 (7th Cir. 1993) (holding federal trademark protection for product configurations does not necessarily conflict with federal patent law); In re Application of Yardley, 493 F.2d 1389 (C.C.P.A. 1974) (holding that because "Congress has not provided that an author-inventor must elect between securing a copyright or securing a design patent," the author-inventor may claim both forms of protection). 42 Id. at 31. 43 Id. at 38. 44 17 U.S.C. §109(a) (2006) . 45 Dastar, 539 U.S. at 38.
reproduces. The "goods" at issue should be understood to be any physical reproductions, not only the ones made by the claimant. Otherwise, the statute would reach the soda company that purchased old Coca-Cola bottles (whose vintage design is undoubtedly, as a matter of copyright or design patent law, in the public domain) and refilled them with a substitute cola, but not the soda company who makes new bottles in the shape of the Coca-Cola bottle and fills them with the substitute. 46 The Cvent court applied the "mere repackaging" rationale to sustain the availability of a reverse passing off claim:
There is no controlling precedent in the Fourth Circuit on point, nor has this Court ever confronted this precise issue [of the post-Dastar subsistence of reverse passing off claims]. However, Cvent appears to have the better of the argument, at least insofar as its complaint does not assert that Eventbrite has passed off its ideas as its own, but rather that Eventbrite has re-branded and re-packaged its product (the CSN venue database) and sold it as its own. Admittedly, the Supreme Court's "tangible goods" language in the Dastar opinion is confusing, and tends to suggest that electronic products are not covered by the Lanham Act. However, the Dastar opinion also makes clear that the Court used that language simply to distinguish goods and products offered for sale (which receive Lanham Act protection) from any "idea, concept, or communication embodied in those goods" (which are protected only by copyright laws).
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The If laws regulating digital markets for copyrighted works have failed to provide a source of protection for authors' attribution and integrity interests, might authors marshal digital technology itself to their aid? Specifically, might authors avail themselves of the ubiquitous reach of online contracts to require recognition of their authorship status and respect for the integrity of their works? In the off-line world, an author might bind a co-contractant, usually a publisher or other intermediary distributor, to honor her moral rights, but, lacking privity with downstream exploiters, the author would have no contract claim against a sublicensee who distorted the work or failed to credit the author (though she might have a claim against the licensing publisher, if the author's agreement required the publisher to include a moral rights clause in sublicenses and the publisher failed to do so). An online contract embedded in the work and which conditioned access to the work on the user's clicked-on agreement to adhere to the author's terms and conditions, however, might bind all users, whether they acquired access directly from the author's webpage, or instead from other sources of digital dissemination, including other websites or other users.
To some extent a "viral" contract regime of moral rights already exists, through Creative Commons licenses. The default CC license requires attribution of authorship, and the author may also choose to include an "ND" (no derivatives) icon, which might serve to instruct users not to alter or modify the work.
58 But CC licenses accompany works distributed online for free. For authors who seek to earn a living from their work, obligatory gratuity may pose an insuperable shortcoming. A CC-licensed work may help introduce an author to an audience, but at some point a professional author needs to be paid. Authors thus may face the choice between respect for their names and their works, but without remuneration, or remuneration at the risk of their moral rights. More fundamentally, as Professor Sundara Rajan has eloquently explained, if CCimplemented moral rights come at the price to authors of free distribution of their works, then the overall endeavor of authorship becomes devalued. 59 The CC license may not be the only viral copyright license in town (or in some less terrestrial setting), 60 but there appear to be no equivalent licenses that also provide that the recipient of any internet-distributed copy must pay the original creator some fee. In theory, such a license could be devised, and would enforce the fee requirement through a DRM system that might, for example, prevent access to the work unless the recipient clicks through to the artist's website, agrees to the license terms and makes the payment. But the obstacles to successful propagation of such a license extend beyond the obvious problem of DRM-cracking (notwithstanding its illegality under the DMCA). 61 Even assuming that access protections remained in place, authors who choose to distribute their works under what we might call an "Authorship Integrity" license will need to attract a public. Creative Commons-licensed works are easily found, thanks to a well-developed search feature. 62 The deviser of an AI license created and simply distributed "into the wild" without the type of planning and marketing Creative Commons received would likely struggle to compile an index of works using that license and to make that index known to the public. Participation of author organizations such as the Authors Guild, the Graphic Artists Guild and the National Writers Union in an AI licensing scheme might alleviate the difficulties. Similarly, if major publishing houses were to adopt AI licenses for their works (or to recommend the use of the license to all of their authors), the license would receive significant publicity, and the creation of a database of works released under the license might become more feasible. Publisher participation, however, assumes alignment of their interests with those of authors. While the challenges of digital media may underscore a common concern for preserving the authenticity of works, 63 it may be overly optimistic to trust that publishers will always exploit works in perfect harmony with their authors' aspirations.
Conclusion
Over ten years after my initial speculations about the future of moral rights in the digital environment, the day that U.S. authors' rights of attribution and integrity attain their majority remains far off. The current positive law largely confines them to a Lost Boys' "Neverland." By contrast, de facto implementation of attribution rights through digital watermarking and other means of incorporating authorship information in connection with the communication of digital copies or performances of work makes possible the recognition of many levels of creative contributions. That is, not only with respect to works by a single or a small number of authors, but also for works to which a large number of participants contribute, perhaps in a continuous manner. Whether viral contracts or voluntary online practices accomplish these attributions, their achievement seems feasible. Regarding integrity rights, however, respect for the work as the author created it may, in the absence of enforceable legal or contract norms, yield to online users' preference for "remix." In that light, an alternative right of the author, posited in the previous essay, 64 to compel comparison of the altered version with the original by obliging the modifying user to link back to it, is better than nothing. Moreover, variations on this theme already exist online, notably the Wikipedia feature that reveals all changes made to a given entry. 65 But, without a legal obligation to disclose alterations or link back to the original, the prospects for even this weakened integrity right do not presage imminent adolescence, much less a vigorous adulthood, for moral rights in the US. 64 Ginsburg, supra note 1, at 17 (citing Jessica Litman, Revising Copyright for the Information Age, 75 Or. L. Rev. 19, 47 (1996) . 65 Edits to individual Wikipedia pages may be viewed by clicking the "Page History" tab that appears on each page. "Page History" allows users to see previous revisions, including the time and date of revision and the user name or IP address of the individual making the changes. Wikipedia also provides a tool which compares previous versions of the page against each other. See Help: Page history, Wikipedia, http://en.wikipedia.org/wiki/Help:Page_history (last modified Dec. 10, 2011). Members of the Wikipedia community are currently engaged in a project to allow for simplified search of these page revisions. See WikiBlame, http://wikipedia.ramselehof.de/wikiblame.php.
